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PROJECT OVERVIEW

ITS offers its users services which provide provisioned access to cloud vendors such as
Amazon Web Services, Google Cloud Platform (GCP), and Microsoft Azure to various
campus units. ITS implements a shared responsibility model for cloud service use,
meaning that they provide some security features, but customers also have a
responsibility to provide security on their end. This project entails creating a tool to
display the shared responsibility model based on how a customer consumes a cloud
service. The tool will help users parse security requirements and understand their role in
protecting their cloud environment. Our customer is anybody who has access to ITS
public cloud offerings, meaning that they have filled out the access form and have been
approved by ITS to use services of cloud vendors.

PROJECT GOALS

Our overall project goal is to create a product that improves the way that UM employees
understand and secure cloud services by making security information more engaging,
visual, and accessible.

We broke down the overall goal into actionable milestone goals aligned with our
research goals:

1. Understand the Target User

A big problem we faced in understanding our target user was the various groups
of users and their respective use cases. Everyone on campus has a different
reason to use the cloud, putting them at varying levels of risk; each group also has
different technical literacy levels. Our client was not able to provide us with a
general description of the audience because each user varied greatly. The scope
of this project includes all users who have access to the different cloud vendors.
This only occurs if the user has a need for access to ITS Public Cloud platforms
and makes a service request. We conducted surveys to understand what types of
people used cloud storage, their roles on campus, their fields of study, and their
technical literacy level. We interviewed users to better understand how they use
the platforms and conceptualize their responsibility for sensitive data. When
creating our solution, we catered our tool towards the ‘lowest denominator’ of
technical literacy so that our information was accessible to all with access.

2. Work with UM ITS to rewrite content fitting a spectrum of technical literacy
levels, types of data, and levels of access.

Since the effectiveness of our tool is predicated on intuitive information
architecture, it was crucial that we ensured the content conveyed critical
dimensions of cloud security properly. We first needed to understand information
security protocols to create technically-oriented resources to convey protocols to



the user. We worked with ITS and the Cloud team to ensure that information was
best suited for the technical literacy levels and accessibility requirements of the
target user base. This will also target all of the users on a broader level.

3. Decide on an ideal information architecture for our final product

We hoped to reach a point where we decide on a form that will present our
information most effectively — this could have taken the form of an infographic, a
more interactive tool, or a combination of both. Since our tool will likely be
situated online, we had to decide where to place it in relation to preexisting ITS
cloud resources. Another factor that we need to keep in mind is accessibility. If
our tool is composed in part by an infographic, it may be difficult for those reliant
on screen readers to parse this form of visualization. It’s important that we factor in
the needs of these users within the infographic or web tool we end up producing
for this project.

RESEARCH PHASE

RESEARCH QUESTIONS

Optimizing the experience design of our product required clearly understanding our user
through their motivations, attitudes, and experiences regarding cloud security. We
formulated three broad research questions that we wanted to explore in our research
methods during this phase. Firstly, we asked:

How can we influence users to take on the shared responsibility model and be aware
of how to operate safely in cloud computing spaces?

Our intention here is to find out how we can best motivate users to care about security
protocols.

Next, we came up with a question that addresses accessibility of information. This is
because a major problem current users were facing was the lack of an efficient,
convenient method to learn more about their shared cloud responsibilities. We asked:
How can end-user cloud security responsibilities be intuitively conveyed and made
accessible to UM employees to protect their data stored on these platforms?

Our intention here was to discover the most viable technique to explain security
protocols.

Finally, we created a question regarding the practicality and usage of our tool. We want
to avoid mimicking resources that do not add value to the user’s experience so we asked
ourselves:

Which stage(s) of the consumer journey would be most effective to design our tool
around, and where should it be situated in relation to existing resources?



Our intention here is to learn where our tool would best fit amongst existing ITS
resources in terms of location on the SafeComputing site.
METHODS

We carried out our UX research through four methods: developing personas, consulting
with a subject matter expert, and conducting interviews and surveys. A great portion of
our research was dedicated towards understanding our user and the technical jargon
utilized on the SafeComputing site. Our objective here was to get to the root of clarifying
responsibilities of cloud users by navigating the existing perceptions of information
security.

Surveys
The purpose of sending out a Qualtrics survey to the ITS email listservs provided by our

client was:

1) To discover any existing biases cloud users may carry

2) To gauge the general demographics of users

3) To learn preferences about security responsibilities

4) To gain feedback on relevant experiences with cloud computing platforms.
We conducted 44 surveys using the Qualtrics survey platform and analyzed a variety of
data provided by our respondents. Please refer to appendix point 1 for the survey
materials we used.

Interviews
The purpose of conducting user interviews with ITS stakeholders during this research
phase was:
1) To gain a deeper understanding of a typical user’s interactions and prior
experiences when using a cloud platform
2) To find out what their main pain points are, including their general
attitude/sentiments towards current resources available on the public cloud
3) To learn how they would like to see their security responsibilities conveyed to
them.
We successfully conducted six interviews during this phase. This method allowed us to
become more informed on all three of the research questions we mentioned above,
primarily because we had the freedom to ask interviewees open-ended questions about
their motivations and current level of understanding pertaining to information security.
Please refer to appendix points 2 and 3 for the interview materials we used.

Subject Matter Expert

In UX, a subject matter expert (SME) is one who carries extensive knowledge regarding a
particular topic which includes a user base. For the sake of our project, we were looking
to consult with an SME that could provide us insights about how ITS handles cloud
security, and which resources are most sought after for understanding shared
responsibility. We spoke with one SME who had expertise in the measures taken to
prevent security breaches and respond to cloud security needs of users on campus,
along with a background in incident response at ITS. Since proper information
architecture and design are critical elements of cloud security, the SME helped us




translate our findings into elements for our developing tool. These elements build on the
searchability, accessibility, and approachability of the sensitive data guide, which is the
primary tool we analyzed before starting our design iterations. With our findings we have
been able to iterate on our interactive search function, categorization, and visualization
of security responsibility.

Personas

The purpose of creating personas was to apply our findings from surveys, interviews, and
the SME to form a cohesive idea of what our tool needs to achieve. It also narrowed the
scope of our final tool more effectively while remaining inclusive of more levels of access
and technical literacies. The process of understanding our user was difficult since our
client did not have access to the users of the cloud. Through insightful discussions with
our client, our own research, and testing out the links ourselves, we learned that the user
(customer) for our tool is anybody on campus who has access to the ITS Public Cloud.
This means that they have filled out the access form and been approved by ITS to use
services of cloud vendors.This could be anyone ranging from faculty to staff to students.
Next, we had to better understand our user, their purpose for the cloud, and their
technical literacy levels. We developed two personas that represent our customers:

ABOUT

Willis is a student at the University of AGE 19
Michigan who works at the Computer
Showcase several hours a week. In his
free time, he enjoys gaming with his COMPANY University of Michigan
friends and exploring the newest tech LOCATION Ann Arbor, Ml
gear.

OCCUPATION ITS Student Staff

TECHNICAL LITERACY LEVEL FRUSTRATIONS

technical literacy level of a would benefit from resource

freshman college student and explaining these requirements,

non-professional tech worker but isn’t sure where to find it,
and neither are his fellow

his job requires him to access student colleagues

sensitive information

occassionally, but he doesn’t

understand the implications

goes in, does his job, and goes
out without understanding MOTIVATIONS
what it all really means in the HELPING CUSTOMERS
AL scope of the public cloud and
Wl I I IS information security JOB REQUIREMENTS

UM Student; ITS Staff

Figure 1: Persona of student



ABOUT

‘,, Adam is an application administrator at AGE 34
—~ the University of Michigan. In his free

time, he enjoys spending time with his OCCUPATION App admin

Adam

Application administrator

dog and boyfriend and baking in his
kitchen.

TECHNICAL LITERACY LEVEL

has supported an on premise
(non-cloud) version of the

software they are deploying

knows enough to follow
instructions to install and
configure a VM app in the cloud

has the technical literacy level
of atech expert - has
certifications of various
software used in industry

Figure 2: Persona of application administrator

COMPANY University of Michigan
LOCATION Ann Arbor, MI

FRUSTRATIONS

doesn’t know much about
security requirements but
doesn’t know where to find the
right resources to learn more

his peers are busy and cannot
help him although some have
more extensive knowledge

MOTIVATIONS
SECURE DATA
JOB REQUIREMENTS

SELF INTEREST




User Journey
Using the two personas above, we created user journey maps. As of now, there are two
primary ways to get to the ITS Cloud Service Portal. The first is through the
SafeComputing page on the ITS website, and the second is to go through the IA Security
Education and Awareness site. The latter website is the workflow preferred by our client.

Step 1: Go to
Step1: Goto - - https://safecom
https://its.umich. .3 : uting.umich.edu/
edu/ and click on ) 4 . and click on
‘Computing’ s \ ‘Sensitive Data
Guide’

Step 2: Clickon Step 2: Scrollto IT

“Virtualization & Toolsand Services

Cloud’ and click on your
cloud vendor

Step 3: Scroll loud Computing Step 3: Read the Link to Service Information
down to - page and scroll

‘Cloud ” down to ‘Liketo

Computing” Service

and choose Information’ and

your cloud click on the cloud

vendor vendor

Need Help? Saped Treer  NeedHelp?

Service Owner
2 Service Owner
Prp— Kk yewng
Macun S 1 Macan Saoer
\ A\
\ A

Firven P8 S0 Besoan san Mey 13 S Ron MCEOM 43 U Rewen € Sared Reseona ey bMagy w Sy how Mecosoh and LM
recriha $ch Mave 140OA S 1 Ty erice subscritlagg wach hare resgenabities n it serece

Here is the pre-existing Here is the pre-existing

tool to show
responsibility protocols

tool to show
responsibility protocols

Here is where the user Here is where the user
requests access to the requests access to the
ITS Cloud Vendor ITS Cloud Vendor

Figure 3: In order to get access to the ITS  Figure 4: In order to get access to the ITS
Cloud Service Portal, Willis might go Cloud Service Portal, Adam might go
through the IA Security Education and through the SafeComputing website
Awareness Site having needed to do since he is already familiarized the ITS
. SafeComputing site, having used it in the
some research before choosing to use a

past
cloud vendor



In order to request access to a cloud vendor, after following the above journey, the user
will be brought to this link — This link is only accessible to faculty and staff. They will
have to fill out a form when requesting AWS, GCP, or Azure Cloud Services. The form is
screenshotted below.

vice Catalog ¥ Infrastructure ¥ Server Infrastructure ¥ AWS New Account

AWS New Account

Arnazon Web Services at U-M: Available to all UM Faculty and Staff

Requester Narne:

©®  HughEriges

Do you wish to bring an existing AWS account into the UM infrastructure?

Ha

* MCommunity Group Email: @

* UM Billing Contact Email:

Figure 5


https://umichprod.service-now.com/sp?id=sc_cat_item&sys_id=52c4cd95dbf37e80a2bdfe18bf961959

*Shorteode @

Will any sensitive data be used or stored? @

MNa

* UM Security Contact Email:

Does your account need to be in a specific region?
Included: @

Enterprise Agreement
Security Guardrails

Would you like to participate in the Data Egress Waiver? @
Yas

Include RedHat D57

Na

Do you requires a VPH? €

Ha

Requast Consultation?

Na

Figure 6

Additional Details:

| have read and | acknowledge the Shared Responsibility Doc

@ Add attachments

Figure 7
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| ITS / Computing / Virtuakzation & Cloud Computing

Amazen Web Sarvices Amazon Web Services at U-M (AWS)

Current Offerings
AWS is a bundied remote compeating service that provides cloud computing

infrastructure over the Internet with storage, bandwidth and customized support for
Support application programming interfaces (AP1)

Rates & Billing & Need Help?
eed Help?

FAQ B aws. suopon@umich edy

Service Level Expectations (SLE) A A S M LR Od . @ Changs Reauest Form

Request Amazon Web Services

Service Owner

& Service Owner:
Alok Vimawaly

Service Manager:
Martin Sa9er

Figure 8

We would like the tool to be placed in an accessible location in the same spot where
users can access their account. This would be within the login link where they frequently
sign into their account. The top of the last page of the consumer journey (expanded in
Figure 8) in the user journey is where a user would login to their cloud vendor account.
We advise that our client put our tool right under the sign in on the top right hand side.

INSIGHTS

After conducting research through the above mentioned methods, we found seven key
insights; three insights from our survey responses and four from our interviews.

Through our Qualtrics survey questions, we discovered:

1) Most customers use Amazon Web Services.
Of the three platforms (Amazon, Google Cloud Platform, and Microsoft Azure)
there is a large population of users already subscribed to AWS as their primary
cloud vendor. This indicates that our focus for distinguishing user responsibility
should be slightly higher for this platform compared to the other two.

2) Most customers are IT Staff or Students.
This highlights the different levels of technical literacy between our customers.

3) Most users believe that they are not handling sensitive data.
There appears to be a lack of motivation in users to care about security protocols
because they do not believe the data they are handling is sensitive enough or
even sensitive at all.

Through our in-person interviews, we found:
1) Most people do not have an alternative form of storage.
Even if users wanted to keep their data secure, they must use the storage method
provided by their vendor due to a lack of other options. Some users succumb to

"



2)

3)

4)

5)

the idea that there is not a need to go through a security protocol (sometimes
understood as a ‘terms and services’ contract).

UM ITS’ presence provides a feeling of an extra security layer.

Many people feel that their data is stored more securely under the UM ITS Cloud
vendors than if they were alone as an individual with the AWS account.

Cost is a big issue when it comes to choosing vendors and IT Tools.

When choosing a service, most users decide based on the function and the price.
After making their purchase decisions, users do not read through the shared
responsibility guidelines. This might be due to the fact that people have to look
through costs and uses before the responsibility aspect.

Some users feel unprepared when they are given access to a cloud
environment.

Our interviews primarily covered people who are administrators with high
technical literacy, but there are also users who have no idea what cloud vendor
they utilize or what it is meant to accomplish. They are simply given access from
an administrator and told to complete a task. They usually learn how to complete
the task by ‘messing around with the system’ until they learn how to accomplish it.
We learned about the CLAP guidelines, an acronym for a model that will be
further explained throughout this paper.

REQUIREMENTS

Our research also helped us accumulate six main UX requirements to focus on so that
we can design our tool in the most efficient and accessible format.

1)

2)

3)

4)

5)

Knowing what the platform expects; knowing your (user’s) responsibility in
relation to this

This was the primary requirement of the project as it allows users to be more
secure when using cloud vendors. Our tool needed a clear divide between the
user and the platform’s responsibilities so that there is minimal confusion about
security expectations.

Way to prove if documents are sensitive

According to our SME, many users are unsure if their documents are sensitive or
not. Providing a method on our tool to clarify this increases motivation in users to
care about their information security, and also raises awareness of various types
of data.

When should someone report?

It is imperative to include some sort of guidelines as to when a user should report
and who to report to exactly. This allows ITS to be more cognizant about their
users’ needs, especially in the case of a security breach..

Less information overload

Currently, there is much information overload during account setup for a cloud
platform, and too much technical jargon on the sensitive data guide which allows
users to only look at a certain subset of options. Finding a way to streamline this
information overload facilitates users’ choice regarding the right platform.

Are there other options for campus users than their chosen cloud vendor?

12



It is important to help users understand that they are not limited to one specific
platform and its guidelines. Each user has different storage needs when they are
using a platform so they should be aware of all of their options in case they need
to make a transition to another cloud vendor.

6) CLAP Guidelines
We discovered the CLAP guidelines during our research phase as an essential
requirement; CLAP is an acronym that stands for Configuration Management,
Logging, Access Control, and Patching. It is a model that helps users understand
privacy and security protocols during account setup for a cloud platform. The chart
below breaks down how each category influences a user’s journey. This will
further be discussed throughout the report.

Requirement

Description

Configuration
Management

Users need to establish secure accounts, passwords, login
information, and instances of cloud services

Logging

Groups or departments using cloud services must understand,
review, and update collective understanding of their individual role
in using these services and accessing them securely

Access Control

Users need to be able to grant and revoke access to colleagues on
campus in a way that is safe, quick, repeatable, and efficient

Patching

Users must be able to detect a threat in the event of a breach or
suspicious activity in the cloud services they employ. They must
also understand virus protection, system monitoring, and patching
of security holes in their respective cloud instances.

DESIGN PHASE

After creating our requirements, our team brainstormed and created a variety of ideas.
Our first idea was to change the Sensitive Data Guide as a whole. According to our
research, this would be the most efficient solution as well as solve some peripheral
problems found in the research such as users not knowing alternatives to cloud vendors.
With users not knowing alternatives, they often click through the shared responsibility,
privacy agreements, or protocol without reading through since they feel they have no
other choice. Therefore, we felt that having the shared responsibility tool on the Sensitive
Data Guide allows users to see options and also see the shared responsibility model at
the same time they make their choice of cloud vendor. Through the Sensitive Data
Guide, users could see all options and compare tools to make the best choice for their

circumstance.
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Figure 9
Our first model had:

1) Search bar- decreases information overload

2) Filter items- allows users to see alternatives and decreases information overload

3) Services tool- allows users to see their responsibilities and permissions

4) The interactive checklist allows users to become aware that their information is
SEIOYE

5) Clap guidelines will be shown in the services tool to organize information

6) Allows users to understand when and what they should report

After showing this concept to our client, they agreed that it would be a potential solution.
This is partially due to it being out of their scope to change the Sensitive Data Guide, and
due to the fact that not all users visit the Sensitive Data Guide when applying for cloud
vendor access. We narrowed down the scope of our project to focus on the Shared
Responsibility Matrix and re-create the tool in a way that met our primary requirement —
distinguishing users’ cloud vendor security responsibilities in contrast to the vendors’
responsibilities — as well as tie in some of our secondary requirements.

EQUATIONS

Extracting information from the matrix was a key process that involved organizing various
variables listed on the matrix such as the category, description, IAAS;PAAS;SAAS service
models, and the requirements of indicating responsibility. We found an “equation of
success” that sorted the information in the Shared Responsibility Matrix:

14



CLAP + IAAS;PAAS;SAAS + PHI;SSN;HIPAA +
Customer/Server+Category+Description + Responsibilities

Cloud Services - Shared Responsibility o

File Edit View Insert Format Data Tools Add-ons Help Last edit was made on February 11,2019 by Jamie Laundree

Category

» B (o]

Category Description

Instances/Virtual Machines (IAAS) Containers Applications (PAAS)

Cloud Services Customer Cloud Services Customer Cloud Services Customer Cloud Services Customer
Authentication

Password Policy

Unique logins

Separation of duties

Onboarding

Offboarding

Emergency Access (root/admin credential

Multi-factor Auth

Auto-locklagoff

Key management

KX XK K X X X X X
X X X X X X X X X
KX XK XX X X X X

Authorization

*>
<
>

Permissions
&  Accounting

*
x
>

Centralized Logging/Aggregation
Log Menitering/analysis

x
>
ks

Security

*®

Data Encryption at Rest
Data Encryption in Transit
Certificate Management
Vulnerability Scanning

X X

Vulnerability Remediation
Configuration Management
Incident Response

Data destruction

X X X X X X X X
TOX X X X X X X X

Physical Security
29 Business Continuity

Detailed Responsibility ~

Figure 10

This complex equation involved categorizing by CLAP control family, IAAS/PAAS/SAAS
delivery, the cloud services/customer responsibility, the category, the description, as well
as incorporating all the requirements we formulated from this research. We needed to
narrow down the scope. With our clients’ help, we were able to filter the most relevant
variables — the CLAP framework and Category Descriptions — with focus on the
distinction of responsibilities in the Instance/Virtual Machine IAAS variable. Thus, our new
equation became:

CLAP + IAAS + Category + Description + Responsibilities
INFORMATION ARCHITECTURE

We have brought up the CLAP framework in several sections throughout this paper,
introducing it as a model and a variable through which we needed to sort responsibilities.
We spent a lot of time understanding the CLAP model and how it can encapsulate all of
the protocols necessary for users to follow; and organize these protocols in the buckets
of configuration management, access control, logging, and patching. In order for us to
properly use CLAP as an architectural framework, we spent a lot of time understanding
each bucket and how it fits into the holistic necessities of information security.

15



We individually began to card-sort the categories in the matrix into the CLAP framework.
Our iterative design process included card sorting because we felt it was the most
efficient method to categorize the responsibilities from the matrix into the buckets and
understand how each component could be interpreted by users.

=

Authentia
Atcwnhnq Ly

Documentation,
Policies,

Adthedzation
Proceduses

Figure 11

Dotwmentedion,
Toldes, Nexwen ng

Authodzation,
Proceduves

Business
Cnr\’r\n\mﬂ Aﬂcmﬂﬁnq

Aunerheogion

Figure 12

16



Mointenance

Figure 13

LOW FI PROTOTYPE UX DESIGN

Our next progression of the design was a Lo-Fi Prototype which looked like this:
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opteck O O A
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Figure 14
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It contains:

1) A search bar that decreases information overload and helps users find security
elements

2) Expanding slides allowing users to see their responsibility vs. the cloud vendor’s

based on CLAP guidelines
3) Section to prove if documents are sensitive
4) A “when to report?” section
5) Less information overload

Our clients agreed that this new design will work better towards their goals. After
combining our card sorting of the categories into the CLAP framework with their
information security knowledge, we agreed upon the following architecture for the
content of our new design:

Configuration Management.
- Documentation, policies, procedures
- Data flow map
- Architecture diagram
- Asset inventory
- Asset dependency documentation
- Asset prioritization
-  Determine resource dependencies
- Process review and improvement
- Security baseline
- Risk tolerance
- Admin/User training
- Business continuity:
- Backup
-  Disaster Avoidance/Disaster Recovery
- Resilient Architecture
- Disaster Recovery Testing
- Networking:
- |P addressing
- Routing
- DNS
- Firewall
- VPN
- Network Segmentation/Separation
Logging:
- Accounting
- Centralized Logging/Aggregation
- Log Monitoring/analysis
Access Control.
- Least Control
- Separation of Duties
- Authorization

18



- Permissions
- Authentication
- Password Policy
- Unique logins
- Separation of duties
- Onboarding
- Offboarding
- Emergency Access (root/admin credentials)
- Multi-factor Auto
- Auto-lock/logoff
- Key management
Patching:
- Maintenance
- Patching
- Upgrades
- Testing
- Security
- Data Encryption at Rest
- Data encryption in Transit
- Certificant Management
- Vulnerability Scanning
- Vulnerability Remediation
- Configuration Management
- Incident Response
- Data Destruction
- Physical Security

After reviewing these sections with our group’s technical literacy levels, we decided to
add sentences for each of the CLAP sections to define them. Though our goal was just to
create a tool that could differentiate responsibilities, we wanted our tool to play a bigger
role in improving information security in the public cloud. Therefore, we wanted to make
sure they were accessible so users can comprehend them as well as be motivated to
take action. The process of decreasing the jargon and creating clear definitions and calls
to action within each definition took many iterations until we were satisfied. The first
iteration is the top bullet, the final iteration is the second bullet per category:

Configuration Management- Creating and maintaining security settings when setting up
resources
e Ensure you have a hardened profile and only enable necessary services.
e Enable the minimum services needed to operate
Logging- Collecting, maintaining, and reviewing records of activity
e Ensure you have enabled appropriate levels of logging.
e Ensure you have enabled appropriate levels of logging at each individual layer in
your resource
Access Control- Limit access to authorized users
e Ensure you have an account life cycle process.

19



e Ensure you have an account life cycle process
Patching- Keeping service secure by keeping it up-to-date
e Ensure your systems are being patched
e Regularly update your software to mitigate security vulnerabilities

MID-FI PROTOTYPE UX DESIGN

During our second iteration of this prototype, we thought that the infographic would be
placed at the top of this page. It’s purpose is to persuade users to read and follow the
shared responsibility protocol. Through research, we found that the leading reason why
people do not read/follow the protocol is because: they do not feel that their data is
sensitive and are thus unmotivated to read through. This infographic addresses the third
concern; and our CLAP breakdown will address the first concern.

.,

tom——
[11]

.

Do you have financial
information?

Do you hove any
documentation?

company-related dota?

Controlled research,
undisclosed company
information , customer and
prospect lists,

M | SRR YOUR INFORMATION SECURITY MATTERS.

Figure 15: First Version of Infographic

Account numbers,suppliers
lists, pricing and cost
policies

Legal documents,
transaction history,
intellectual property
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M | SAFECOMPUTING

UNIVERSITY OF MICHIGAN

Home CLAP  ContactUs

ARE YOU USING SENSITIVE DATA?

Doyou
identifiable information?

private informotion?

AP Keys, Credit Card

Names, stucent records,
Information, passwords patent cata, Sacial
Security Nunbers

Do you have any

Do you have any
company-reloted dota? i

Click to expand and learn more about how it impacts you.

Configuration Logging
Management

Access Control Patching

When to report

Contact Us

Figure 16: First Version of Tool

Putting the infographic near the control families helps users find relevant security
guidance for aspects of logging. Initially conveying the impact of cloud security visually
may make it easier to parse C.L.A.P guidelines. We intend for this juxtaposition to provide
a more fluid and accessible path through key resources than the previous spreadsheet.
According to the feedback and user testing we did with our client, having a visible
section for Q&A along with contact information makes users more likely to reach out or
submit a ticket to ITS.
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ARE YOU USING SENSITIVE DATA?

Your information security matters.




SAFE CONPUTING SAFE COMPUTING
Home CLAP Contact Us Home: CLAP Contact Us
- 9 L

If your data is secure and you
know it, C.L.A.P your hands!

¥

WALER G EALE What is C.L.A.P?
A model for understanding and creating privacy and security protocols
during account setup for your choice of cloud platform.

If your data is secure and you
know it, C.L.A.P your hands!

A model for understanding and creating privacy and security protocols
during account setup for your choice of cloud platform.

to explore 1 s and leam more about how CLAP impacts you
k or slide to explore & tabs and learn m

Configuration Management Logging Access Control Patching
Cenfiguration Management Logging Access Control Patching

Configuration Management: o et
creating security settings at when setting up account v gging: s
keeping records of activity

YOUR RESPONS| RESPONSIBILITY
YOUR RESPONSIBILITY CLIENT'S RESPONSIBILITY

+ Documentation, policies, and ing — Ensure you have enabled
e N access only from needed networks.
procadures — NEED THIS SENTENCE + Accourting — NEED THIS +Aecounting — NEED THIS
+Business Continulty — Ensure you have SENTENCE SENTENCE
selected to have backups - Centralized Logging/Agaregation Log Monitoring/anal:
- Log Manitoring/anaysis

+ Networking — Ensure you have
enabled access only from needed
matworks

at each lier
En proper documentation and th

ARE YOU USING SENSITIVE DATA? ARE YOU USING SENSITIVE DATA?

Do you have any
private information?
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VALIDATION PHASE

METHODOLOGY & RECRUITING

Since there was no previous version of this tool in existence, we are testing with our
users to see if what we created is effective. We focused on four of our UX requirements:

1) Knowing what the platform expects; knowing your responsibility in relation to
this

2) CLAP Guidelines

3) Less information overload/jargon

4) Way to prove if documents are sensitive.

We aligned these requirements to our user testing tasks to answer our research
questions. We conducted five thorough user tests using both A/B testing and task testing
for each user. In designing the testing protocol, we sought to answer the following
questions:

e Does the created tool enable users to understand and intuitively explore their
security responsibilities and situate them in contrast to the cloud vendor’s
responsibilities?

e Can this understanding be achieved quickly with the ability for users to take
action or be directed to resources to clarify in the event of confusion?

In doing this, we hoped to gauge how our tool engages users in effortful processing of
their responsibility and role in securing the cloud. We wanted users to feel motivated and
able to devote time and energy into conceptualizing shared responsibility for themselves.
To qualitatively measure the effectiveness of our tool, we looked for users’ attitudes
towards the tool and their perceived usability, their preference in visuals, and their
comprehension of the contained information. Quantitatively, we recorded the time taken
to complete tasks and find requested information during our interviews — outcomes
were documented as either successes or errors.

We used A/B testing for the two versions of our visuals and its placement in our tool. The
first version of our infographic had a different layout and presented information
numerically. The second version uses different colors, visuals, aesthetics, and a link to
convey the same information. We wanted to understand from our sample of users which
version best met the ‘less information overload’ requirement.

The second test was a single system test asking users to place themselves in a scenario
and accomplish a few tasks. They were asked to locate certain responsibilities (“who is
responsible for backing up files?), retrieve information about the control families (“what is
configuration management?”) and determine if they had sensitive data in the scenario.
Through these tasks, we looked to gain a deeper understanding of the effectiveness of
wording and presentation of the CLAP model in our tool. Since we struggled to
understand the CLAP model for information security, top priorities included preventing
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that tension for users as they read guidelines and discern client and user responsibilities

in context. It was imperative during validation that we received feedback on the phrasing

used in our tool so that it was accessible to all technical literacy levels. The validation test
questions can be found in appendix point 4.

The same five participants completed both types of tests. Participants saw variants in the
A/B test when two design versions of infographics were presented to them along with a
questionnaire for preferences. Participants saw only one updated version of our tool’s
prototype on Figma when we did task testing; they were given the freedom to search for
and find information however they wanted.

INSIGHTS

1)

2)

3)

4)

Users intuitively think that the definition of the CLAP framework category is the
call to action and get confused

We would need to have some sort of indication that this sentence is a definition.
This could be in the form of an = sign, a - sign, or even writing out ‘definition:’ so
that users do not mistake this for the call to action.

We still have a wide range of technical literacy that we need to account for in
the last stretch. Users still struggle with Task 2 of finding whose responsibility
it is to backup files.

A search bar would help users who are less technically literate and may not know
under which category their question would be in, even if they understand all the
categories. It would also help users save time, and encourage users to double
check before jumping to conclusions.

Also, having more hyperlinks with definitions and calls to action are needed.

Our updated infographic is more aesthetically pleasing but harder to read

We need to increase the font size on the infographic and give the users the ability
to download the image to use for repeated reference. This would make it more
accessible as a whole.

Users would not re-open the tool for future reference

Increasing interaction within the tool would allow users to remember content
better, personalize it, and make it seem less like another terms and services
agreement. Adding checkboxes might help with this by allowing the user to
choose what content is relevant and applicable to them so that, in the future, they
can look back on what they checked and make sure they’re following the
guidelines they chose for themselves.

Also, we need to put the tool in a more accessible location so that users are
constantly reminded that it exists and are encouraged to keep checking and
opening it. We could also extend this further and encourage users to print a copy
of everything they checkmarked to hang by their desk. However, this would be
more something we encourage our client to do during the implementation of this
tool.

PAS



UX SPECIFICATIONS

During the validation study, one of our insights was that users generally did not feel the
need to return to the tool regularly. Though the information is broken down much more, it
seemed similar to a Terms and Services document. If this is a tool that users look at
before setting up their accounts and using cloud platforms, they also may not know what
to look for. As we found in our interviews, they skim through with the intention of going
back and re-reading when it would make more sense and be applicable to their service.
To prevent this from happening, we would like to offer our client’s advice on the
implementation of this tool such as making the sensitive data infographic downloadable.
We have also added an interactive feature of checkboxes by each category under the
CLAP guidelines. This allows each user to think for themselves and determine which
content is personally relevant. We would suggest that the clients implement a way for the
users to be able to print off a list of what they checked, and keep a copy on their desk or
in files that are accessible so that they have a personalized copy which they can keep
referring to. Below are our interaction user flows and detailed page specifications.

User Flow Diagram

Configuration Management

M| s comemi
Buton navigation to

ITS Homepage and —%
Service Center
If your data is secure and you
know it, G.L.A.P your hands!

&

What is C.LAP?

“Learn more” takes
user 1o external ITS
cloud resources

Users navigate by

toggle between C, L, A,
and P

Figure 20
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user clicks on toggle to switch
between C,LA, and P

Button navigation to search bar entry locates
ITS Homepage and —-} ET— user-requested terms that
Service Center appear on the page

If your data is s@¢cure and you
know it, C.L.A.P your hands!

W your data Is secure and you

H your data Is secure and you
know it, E,LAP your hands!

know i, ELAP your hands!

A model for undorstanding and c
during account setup for 1o

Dropdown arrows
expand to display
CLAP details

Please check afl the boses pariaining o pour reaponsibides:

“Learn more” takes

user to external ITS A You Usss SENsITVE Dars?

cloud resources Users navigate by

opening and closing
individual dropdown
buttons; they can also
toggle between C, L, A,
and P

YOUR INFORMATION SECURITY MATTERS.

Figure 21
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Detailed Page Specifications

INF AATION AND T NOL SERVIC

SAFE COMPUTING

UNIVERSITY OF MICHIGAN

* This is  banner that has a cloud computing image as the
background and !hmrhmse "If your dala is secure and you know
it, C.L.AP your hands!" with the clapping iPhone emoji. The
bannar should fit to size for any device the user is viewing the
webpage on.

Frame 1A: Landing Page/Configuration
Management Framework Category

= This is the first informational section of the site,
directly below the banner (bath are fouching). It is in the If your data is secure and you
color gray. It has the question "What is C.LAP?" incobalt =< ~ @ knowit, AP your hands!
blue and bold. The definition is directly under it.

P ' What is CLAPT
= This is a call to action sentence that tells users how to A modat for undarstanding and crualing privacy sad securlly prolocols
navigate the sliding bar below. T i it ot e

= There are two interactive features on the left side of this modal box Coprrtonamgerart BN Acceas Cariral
(usar—perlmnmg content). The first is & drop-down arrow that opens a
category and displays bullet point items on a menu (as shown on Frames
1B, 1C, 1D, and 1E). The categories are written in bold and —
the sentences below are in normal font. There are 3 categories on the Sl et
the left side which means there are 3 drop down menus. The items in the 3
list are italicized. Once it is clicked, the carrot key pointing downwill - - - = - ===-" =
point up; users can click the upwerds amow to close the menu.
= The second interactive feature is a check box next to each of the 3
categories under "Your Responsibility." They are meant to be
clickable by the user to help them accumulate a list of responsibilities
pertaining to their specific platform with check marks. The checks
shuuii s!ay permanent even when the slider is changed o a different
u:: (i.e Logging). And the only dlsappsar if the page is
eshsd & boxes unn 0 be un-clicked
= Theright sndn (cloud vendor res| tEonsmlily-) has anly the drop down
menu feature. It does not need the check box feature. It only has 1

o ThiERUBARA{ALS Rk YA IR SR iz the check box feature.so ™
tha they can create a list of respansibilities for themselves. It is written
in italicized.

= There is also a cobalt blue button that users can click on to leam more -
about their shared cloud responsibilities. It is supposed to take users to
ﬂmma!lnkmmhnpens ina new

Configuration Management

‘c10un veNDoeE RESFONSIBLITY

= This is the landin @ of the tool; it is meant to be viewed only on the
desktop version of SafeComputing.edu; it has a pure white background, that
appears when users navigate to the "CLAF” page on the SafeComputing
site, using the menu bar. Above the bar is a banner in navy blug that has the
Lnignkd UM ITS and the SateComputing title in white with a yellow (maize)

ock M.

= The menu bar is cobalt blue and includes a "Home" tab, a "CLAP" tab, a
“Contact Us" tab and a search bar; each tab turns yellow when hovered over.

= The search bar allows users to look up any category of the CLAP guidelines
written on this page and does not take users to a new page; the results
show up on this page as a highlighted content to indicate success of the
search; if the user's keywords/phrases are not on this webpage then an error
message of "Your search did not match any content.” appears.

« This is a sliding rectangular bar that has the terms of the acronym CLAP

spelied out; the term a user clicks or slides on is in a white rectange and

_ . - = —the other 3 words, "Logging", "Access Control”, and "Patching” remain in
= the rectangle.

* This is a box thal contains all information about configuration
management. lis definition is directly below. The box is divided in two
sections with a line in the middle. The left side has "your responsibility”

_ underlined and written i in capitalized letters, and the snie has "cloud

-=="" vendor's il and in There is
another sentence at the botiom that further explains | Ihs purpusa of
configuration managemant. The text should aj in various sizes and
colors as shown on the screen to emphasize importance and guide users.

= This is a PDF of a pre-designed and downloaded infographic that must
be placed in the bottom of the tool's webpage. It has no interactive
features, but should have a download button so that users can save it to
. their local machines. There should also be 2 zoom injzoom out feature
so that users can read content more clearty if necessary. The infographic
takes up approximately the bottom third of the webpage.

-

If your data is secure and you If your data is secure and you
know it, €.L.A.P your hands! know it, . P your hands!

Whatis G.LA.P? [

e = [What s C.LAFT

oo ‘s d A oyt sty s
aing. .mmln et for y:ur(nuu- et

Coprsto Memagerand Log0g
e S

Configuration Marlagement |
v o s rencuen | Confiauration Management

85 Yous U SRR DaTA?

ARE ¥ou ana SrusITIvE DATAT
e —
L

Yous e oRmeTIM SECuRTY MATTERS
—

Yous INF ORMATION SECUSITY MATTERS.

Frame 1B: Configuration Management Drop Frame 1C: Configuration Management
Down Menu for Documentation, Policies, & Drop Down Menu for Business Continuity
Procedures (Left Side) (Left Side)

If your data is secure and you
know it, E.L.A.P your hands!

What is C.LAP?
Fataning am cowsting oy and smeunty pretzeals
Lomant 30ap Fo your ehesicn of chou platfor

A Yo Lisivs Bowsive Dara?

Yous INFoRMATION BECuRTY MATTESS:

Frame 1D: Configuration Management
Drop Down Menu if:;)mtwnrklng (Left
Si

Figure 24: Configuration Management screens
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INFORMATION AND TECHNOLOGY

RVICE

SAFE COMPUTING

UNIVERSITY OF MICHIGAN

= This is a banner that has a cloud computing image as the
background and the phrase "If your data is secure and you know
it, C.LA.P your hands!" with the dapmrﬁ iPhone emoji. The
banner should fit to size for any device the user is viewing the
webpage on.

= This is the first informational section of the site,
directly below the banner (both are fouching). It is in the
color gray. It has the question "What is C.LAP?" in cobalt ™ ~ .
blue and bold. The definition is directly under it.

« This is a call to action sentence that tells users how to
navigate the sliding bar below.

« There are two interactive features on the left side of this modal box
(user-pertaining content). The first is a drop-down arrow that opens a
category and displays bullet point items on a menu (as shown on Frames
2B and 2C). The calegories are written in bold and the sentences below
are in normal font. There is 1 category on the left side which means there
is 1 drop down menu. The items in the list are italicized. Once it is
clicked, the carot key pointing down will point up; users can click the
upwards arrow to close the menu.
= The second interactive feature is a check box next to the category
under "Your Respansibility.” It is meant to be clickable by the user to
help them accumulate a list of responsibilities pertaining to their
specific platform with check marks. The check should stay
permanent even when the slider is changed to a dﬂferenmplc fi.e
Access Control). And they only dnsanpear ifthe page is
refreshed. The boxes can also be un-cli

= The right side (cloud vendor res; Irlnnslhlily) has anly the dn:p down
menu feature. It does not naad e check box feature. It only has 1

« Thi RRRAFT0iTze the check box feature st ™
mat Iha‘yI can create a list of responsibilities for themselvas. It is written
in italicized.

» There is also a cobalt blue button that users can click on to leam more
about their shared cloud responsibilities. It is supposed to take users to
an external link which opens in a new
tab: htip: ing.umich

i-the-ulorotect it
Lip ) ‘

.
If your data is secure and you
know it, C.L.A.P your hands!

What js C.L.AP?

A modal for understanding anfl craating privacy and security protocals
during account setup for your cholce of cloud platform,
/

|
Confuguration Mansgamant | Logging

| Legging
\f e ek i

YOUR RESPONSIBILITY

Accass Cantral

. i = This is the landin, e of the tool: it is meant to be viewed only on the
AL RBE LS Framework Loy desktop version of SafeComputing.edu; it has a pure white background, that
appears when users navigate to the "CLAF" page on the SafeComputing

site, using the menu bar. Above the bar is a banner in navy blue that has the
!Jt:gnknf UM ITS and the SafeComputing title in white with a yellow (maize}
lock M.

= The menu bar is cobalt blue and includes a "Home" tab, a "CLAP" tab, a
"Contact Us" tab and a search bar; each tab tums yellow when hovered over.

« The search bar allows users to look up any category of the CLAP guidelines
written on this page and does not take users to a new page; the results
show up on this page as a highlighted content to indicate success of the
search; if the user's keywords/phrases are not on this webpage then an error
message of "Your search did not match any content.” appears.

If your data is secure and you
-9 know it, C.L.A.P your hands!

What is C.LAP?

A modal for undarstanding and creating privacy and securlty protecots
turing account setup for your choice of cloud platform

= This is a sliding rectangular bar that has the terms of the acronym CLAP
. <spelled out; the term a user dlicks or slides on is in a white ree1ange and
the other 3 words, "Logging", "Access Control", and "Patching” remain in
the rectangle.
» This is a box that contains all information about configuration
management. Its definition is directly below. The box is divided in two
- = sections with a line in the middle. The left side has 'lﬁhuf responsibility”
“ underlined and written i in capitalized letters, and the left side has "cloud
vendor's il ined and in capitalized letters. There is
another sentence at the battom that furthar axplams the purpase of
configuration management. The text should appear in various sizes and
colors as shown on the screen to emphasize importance and guide users.

= This is a PDF of a pre-designed and downloaded mfugmphlc that must
be placed in the bottom of the tool's webpage. It has no interactive
features, but should have a download button so that users can save it to

. their local machines. There should also be a zoom infzoom out feature
so that users can read content more clearly if necessary. The infographic
takes up approximately the bottom third of the webpage.

Laggna

Logging

YOUR AESPONSIBLITY
—

[ Pisasa snact a0 the hases pemainng 14 mrmmmumm senvioe
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Figure 25: Logging screens




INFORMATION AND TECHNOLOGY SERVIC

SAFE COMPUTING

UNIVERSITY OF MICHIGAN

This is a banner that has a cloud computing image as the
background and the phrase "If your data is secure and you know
it, C.L.A.P your hands!" with the clapping iPhone emoji. The
banner should fit to size for any device the user is viewing the

webpage on.

This is the first informational section of the site,

directly below the banner (both are touching). It is in the

color gray. It has the question "What is C.L.A.P?" in cobalt ™~ « _
blue and hold. The definition is directly under it.

This is a call to action sentence that tells users how to
navigate the sliding bar below. il ST

There are two interactive features on the left side of this madal box A o

(user-pertaining content). The first is a drop-down arrow that opens a
category and displays bullet point items on @ menu (as shown on Frames
3B, 3C, and 3D). The categories are written in bold and the sentenoes
below are in normal font. There are 4 categories on the the left side
which means there are 4 drop down menus, but the "Separation of
duties” does not have any items under it. The items in the list
are italicized. Once it is clicked, the carrot key pointing down will point  ~
up; users can click the upwards arow to close the menu.
= The second interactive feature is a check box next to each of the 4
categories under "Your Responsibility." They are meant to be
clickable by the user to help them accumulate a list of responsibilities
pertaining to their specific platform with check marks. The checks
should stay permanent even when the slider is changed fo a different
topic (i.e Paiching). And they only disappear if the page is
eshed. The boxes can also be un-clicked.
The right side (cloud vendor responsibility) has only the drop down
menu feature. It does not need the check box feature. It only has 1
category in the list which is "authentication.”
This is a sentence that reminds users to utilize the check box feature So- = = = = = =
that I||ay can create a list of responsibilities for themsalves. It is written
in italicized.
There is also a cobalt blue button that users can click on to learn more
ahout their shared cloud responsibilities. It is supposed to take usersto_ _ - - =~
gbmmallhkmiuhmhamw e

ing.umich.edu/p

the-uiorotact it
u/p: y :

If your data is secure and you
know it, €.L.A.P your hands!

What is C.LAP?/

2 modal for understanding and croating privicy and securiy protocols
during account setup for your chaige of cloud platfarm.
7

/

fee nbeut how SLAP impacts you

Cowsna | Aasess Gommol Passhing

'
Accegs Control

i 10 itz

BrE You Usne SENSITVE DaTR?

— o
YOUR INFORMATION SECURITY MATTERS.

Frame 3B: Access Control Drop Down Menu
for Authorization (Left Side)

Frame 3A: Access Control Framework Category

If your data is secure and you
know it, €.L.A.P your hands!

A model far undarstandi
uing Aceount s

racy and sucurily protocels
2 of eloud platienm

expiora fnasa tabs anc Inarn mora about haw CLAS Impacts you

Gonlhgur san Mann et Leanes A v Comtrat Putching——_, » 7]

Access Control

CLOUD VENDOR & RESPONSSILITY

ong 13 pour

ARE You Using SENSTVE DaTa?

If your data is secure and you
know it, €.L.A.P your hands!

What is C.LA.P?
A madel for understanding nnd cranting privacy and security protocols
Auring SECouRt SHUP T6F your Ehsics of eloud platioem

ARE YOU USING SENSITIVE DATA?

o
YOus INFORMATION SECURITY MATTERS,

Frame 3C: Access Control Drop Down
Menu for Authentication (Left Side)

« This is the landin e of the tool: it is meant to be viewed only on the
desktop version of SafeComputing.edu; it has a pure white background, that
appears when users navigate to the "CLAP" page on the SateComputing
site, using the menu bar. Above the bar is a banner in navy blue that has the
Iagnknf UM ITS and the SafeComputing title in white with a yellow (maize)
block M.

« The menu bar is cobalt blue and includes a "Home" tab, a "CLAP" fab, a
"Contact Us" tab and a search bar; each tab tums yellow when hovered over.

= The search bar allows users to look up any category of the CLAP guidelines
written on this page and does not take users fo a new page; the results
shaw up on this page as a highlighted content to indicate success of the
search; if the user's keywords/phrases are not on this webpage then an error
message of "Your search did not match any content.” appears.

= This is a sliding rectangular bar that has the terms of the acronym CLAP

. spelled out; the term a user clicks or slides on is in a white rectangle and

== the other 3 words, "Logging", "Access Control", and "Patching” remain in
the rectangle.

= This is a box that contains &ll information about configuration
management. ts definition is directly below. The box is divided in two

- = sections with a line in the middle. The left side has "your responsibility”

2 ined and written in capitalized letters, and the left side has "cloud

vendor's responsibility" and in capitalized letters. There is
another sentence at the bottom that further explains the purpose of
configuration management. The text should appear in various sizes and
colors as shown on the screen to emphasize importance and guide users.

= This is a PDF of a pre-tesigned and downloaded infographic that must
be placed in the bottom of the tool's webpage. It has no interactive
features, but should have a download button so that users can save it to
+ their local machines. There should also be a zoom in/zoom out feature
50 that users can read content more clearly if necessary. The infographic
takes up approximately the bottom third of the webpage.

If your data is secure and you
know it, €.L.A.P your hands!

\
\ Whatis CLAP?

A modal for uncd(standing and creating privacy and security protocols

during acbgunt setup far your cholce of cloud platorm.
A
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Frame 3D: Access Control Drop Down

Menu for Authentication (Right Side)

Figure 26: Access Control screens




INFORMATION AND TECHNOLOGY SERVIC

SAFE COMPUTING

UNIVERSITY OF MICHIGAN

This is & banner that has a cloud computing image as the
background and the phrase "It your data is secure and you know
it, C.LA.P your hands!" with the clapping iPhone emaji. The
banner should fit to size for any device the user is viewing the

webpage on.

This is the first informational section of the site,

directly below the banner (both are touching). It is in the
color gray. It has the question "Wha is C.LA.P?" in cobalt « _
blue and bold. The definition is directly under it.

This is a call to action sentence that tells users howto ~
navigate the sliding bar below.

S

There are two interactive features on the left side of this modal box
{user-pertaining content). The first is a drop-down arrow fhat opens a
category and displays bullel point ilems on a menu (as shown on Frames
48, 4C, and 4D). The mlﬁ:nes are written in bold and the sentences® «
below are in normal font, There are 2 categories on the the left side
which means there are 2 drop down menus. The items in the list are
italicized. Once it is clicked, the carrot key pointing down will point up;
users can click the upwards arrow to close the menu.
= The second interactive feature is a check box next to each of the 2
categories under "Your Responsibility." They are meant to be
clickable by the user to help them accumulate a list of responsibilities
pertaining to their specific platform with check marks. The checks
should s!ay permanent even when the slider is changed to a different
m?rm (i.e Logging). And Ihgi;unly dlsappeal it the page is
reshed. The boxes can also be un-clicked,
The right snde {cloud vendor res| tRnnsmlily-) has anly the drop down
menu feature. It does not need the check box feature. It only has 1

Thif AISEORHB02 il AR 'S Ltlze the check box feature so
that they can create alist of respansibilities for themselves. It is writien = =
in italicized.

There is also a cobalt blue button that users can click on to leam more
about their shared cloud responsibilities. It is supposed to take users m
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Figure 27: Patching screens

= This is the landin; e of the tool; it is meant to be viewed only on the
desktop version of SafeCompuling.edu; it has a pure white background, that
appears when users navigate to the "CLAP" page on the SafeComputing
site, using the menu bar. Above the bar is a banner in navy blue that has the
;:gukd UM ITS and the SafeComputing title in white with a yellow (maize)

ook M.

= The menu bar is cobalt blue and includes a "Home" tab, a "CLAP" tab, a
"Contact Us" tab and a search bar, each tab turns yellow when hovered over.

= The search bar allows users to look up any category of the CLAP guidelines
written on this page and does not take users to a new page; the results
show up on this page as a highlighted content to indicate success of the
search; if the user's s/phrases are not on this webpage then an error
message of "Your search did not match any content.” appears.

= This is a sliding rectangular bar that has the terms of the acronym CLAP

=~ spelled out; the term a user clicks or slides on is in a white rectangle and

-" theother3 words, "Logging", "Access Control', and "Patching” remain in
the rectangle.

= This is a box that contains all information about configuration
management. Its definition is directly below. The box is divided in two
sections with a line in the middle. The left side has "your responsibility”
underlined and written in capitalized letters, and the left side has "cloud
. ~endor's ility" and in capitalized letters. There is
another sentence at the bottom that further explains the purpose of
configuration management. The text should appear in various sizes and
colors as shown on the screen to emphasize importance and guide users.

= This is & PDF of a pre-designed and downloaded infographic that must
be placed in the bottom of the tool's webpage. It has no interactive
features, but should have a download button so that users can save it to
. = their local machines. There should also be a zoom infzoom out feature
50 that users can read content more clearly if necessary. The infographic
takes up approximately the bottom third of the webpage.

If your data is secure and you
know it, €.L.A.P your hands!

What is C.L.AP?

A model for undersianding and creating privacy and security pratocols
during accodnt setup for your choice of cloud platferm,
N\

YOUR INFORMATION SECURITY MATTERS.

Frame 4D: Patching Drop Down Menu for
(Right Side)




Horme

KEY SCREENS

INFORMATION AND TECHNOLOGY SERVICES TION ANO TECHNOLOBY SER
SAFE COMPUTING
UNIVERSITY OF MICHIGAN

SAFE COMPUTING

UNIVERSITY OF MICHIGAN
CLAP  Conlact Us

Home

CLAP  ContactUs

3 If your data is secure and you
If your data is secure and you ; '
know it, C.L.A.P your hands! Knongs C.L.A.Pii yeughHmcs!

®

What is C.L.A.P?

A model for understanding and creating privacy and security protocols
during account setup for your choice of cloud platform.
Click or slide to e:

What is C.L.A.P?

g and creating privacy and security protocols

A model for understan
during account setup for your choice of cloud platform.

plore these tabs and learn more about how CLAP impacts you

s and learn more about how CLAP impacts you Configuration Management Logging Access Control Patching

Click or slide to explore these ta

Configuration Management:

Patching
Creating and maintaining security settings when setting up resources

Configuration Management Logging Access Control

YOUR RESPONSIBILITY
/N Documentation, policies, & procedures. “ Networking
Lot new

Configuration Management:
Creating and maintaining security settings when setting up resources

YOUR RESPONSIBILITY CLOUD VENDOR'S RESPONSIBILITY

v Documentation, pelicies, & procedures. “ Networking

 Business Continuity

eate plans fa help your service

' Networking
v Networking

needed to operate properly

Enable Ol‘\\y the minimum s
te properly

Enable only the minimum services needed to

Learn more

ARE YoU USING SENSITIVE DATA?

Please check all the boxes pertaining to your responsibilities to your service

Learn more

ARE Y0U USING SENSITIVE D.

Do you have any Do you have personally

private information? identifiable information?
0o youhaveany Do yau hava parsanally

private information? identifiable information?

AP Keys, Credit Bare

Information, asswords
s Creci Card
Gl L Mames, stutent rcords,
patent 6, Soclal

Information pesswords.
‘Secury Humbers.

i
Do you have financial

Do you have any Doyou have any
company-related data? documentation? information?
Controlled researeh, Legal documents, Account numbers suppliers
s pompary) transaction history, lists, pricing and cost
nformation, eustomes and e o polcies

prospec fsts

Do you have any Do you have any Do you have financial
company-related data? documentation? information?
conled eserch, Lol dcumens, e s
ny transaction histody, lists, prcing and cost
et propey o

prospect fists

'YOUR INFORMATION SECURITY MATTERS.

YOUR INFORMATION SECURITY MATTERS.

Figure 29

Figure 28
*Screens are only shown for Configuration Management

CLOUD VENDOR'S RESPONSIBILITY

33



THE FINAL TOOL AND RECOMMENDATIONS

For the scope of our project, we focused on the overall usability of the tool and making

sure that the language used throughout was accessible. Our design rationale and
recommendations for the final tool is as follows:

Tool format:

e TS initially wanted an infographic; however our team ultimately decided that a

tool would be more interactive and effective in conveying security protocols than

an infographic. Since our scope is information heavy, an infographic would be

ineffective as the priority is on information organization over graphic

representations of information. It also allowed us to showcase our stakeholder
analysis process, and what steps we had to take to understand the context we

designed for.

Checkboxes:

e We implemented checkboxes in our tool that allow users to select which protocols

are most relevant to them. These offer the user a way to curate their own

resources and make the experience more personalized; and also act as a source

of feedback for how users feel about specific areas of security. This allows for

interaction and decreases the appearance of another ‘terms and services’ guide.

Drop down arrows:

e Drop down arrows hid information but were easily accessible for users who
wanted to learn more. This allowed for decrease of information overload, and
allowed for more accessibility since users with lower technical literacy levels

would be less overwhelmed by information and technical jargon.

CLAP tabs:

e We initially brainstormed displaying all the CLAP information at once; however,
showing the information for one section at a time proved to lessen cognitive

overload significantly and made the information more easily digestible as well as

more visually appealing.

“Learn more” link:

e Oiriginally, the scope of this project was to meet the requirement of conveying
responsibility. However, we wanted our tool to be helpful in increasing overall

information security in the cloud. Therefore, rather than just conveying the

protocols, we wanted to make it so that understanding and acting on these
protocols is accessible to users. Instead of adding a ton of extra information, we

decided to link the user to pages with additional information.
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NEXT STEPS

Moving forward after handing off our tool to ITS, there are several recommendations that
we suggest for our client during implementation.

1) Further validating the tool
As our pool for usability testing was limited due to COVID-19, additional validation
testing is strongly recommended in order to ensure the tool meets the needs of all
potential user groups. We planned but were unable to hear from an optimal
breadth of faculty, research assistants, and ITS staff. Feedback from these
stakeholders along with communication with cloud vendors would help deliver the
tool most effectively.

2) Juxtaposition of the tool
We have suggested a placement spot for our tool; however, further user testing
may be needed to determine whether this is the most effective place for the tool
to have the largest reach possible.

3) Implementation/integration
The tool itself is close to ready for implementation. In our final meeting with ITS,
we will be handing off a spec Figma file that ITS developers will have access to
and can utilize when integrating the tool. The Figma file is highly accessible for
implementation as it contains a CSS code translation of the design.

CONCLUSION

Secure cloud service delivery and misunderstandings of this effort are increasingly
relevant real world problems. The opportunity to design a product addressing this at the
enterprise level with ITS was both rewarding and challenging. Our development process
began with a complicated matrix and ended with two purposeful tools — an infographic
and an interactive prototype on Figma. The project was multifaceted, touching on UX
design & research, information security, cloud platform architecture, and the shared
responsibility model. As computing on campus and beyond moves to the cloud, we hope
that our work will help people educate and innovate for this shift in meaningful ways. We
would like to thank the ITS team for their support, cooperation, expertise, and dedication
to enabling safe technology use.
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APPENDIX

Research Phase:
1) Qualtrics Survey Questionnaire
2) Interview Request Email/ Consent Form

3) Interview Questions

Validation Phase:
4) Validation User Test Questions

Final Product:
5) FEigma File
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https://docs.google.com/document/d/1NHe2_H_lerWZ4EJ-Af95EwBBEGpR2P80VTqtuDae0bg/edit?usp=sharing
https://docs.google.com/document/d/1gQQO-LFIhvWuqaxFZmOWyteDnmj5-s4Ir3a5KaRmJPA/edit?usp=sharing
https://docs.google.com/document/d/1LNU5Ykt74sPwCCeADqUZKJ8tAIjAzLFObh-P_pMy_8Y/edit?usp=sharing
https://docs.google.com/document/d/1_HvsWQTwIap6jWNHDCcKwWxEC_TlJRdaPzmfp3XN2IU/edit?usp=sharing
https://www.figma.com/file/ObOvSoqNodtiYfGhQTs7J1/si-487?node-id=437%3A2

